NudopmanuoHHas namMsaTKa /ijisi HeCOBepPILIeHHO/IeTHUX 10 BOMPocam
Kn0ep0e30macHOCTH B CeTH
«IHTEepHEeT»

C KaXX[bIM I'0fIoM MOJIO/IE)KU B MIHTEPHETe CTaHOBUTHCsI OO0JIbIIIe, a IIKO/IBHUKY OJHU U3
CaMbIX aKTHUBHBIX I10/Ib30BaTe e PYHETa. ME)K,I[y T€éM, IIOMHMMO OI'POMHOI'O KO/IMYeCTBa
BO3MO)KHOCTe, UHTepHeT HeceT U 1pob/ieMbl. JTa NaMsITKa JJ0/DKHa ITOMOUb Tebe He30macHo
HaXOJUTbCA B CETH.
KomnblomepHble eupycbl
KomribtoTepHbIil BUPYC-3TO Pa3HOBUIHOCTb KOMITbIOTEPHBIX IIPOrPaMM, OT/IMUUTETHHOU
0C00EHHOCTBIO KOTOPOM SIB/SIETCS CTIOCOOHOCTH K pa3MHOKeHHIO(KOMMPOBAHKI0). B omoiHeHre K
3TOMY, BUPYCbI MOT'YT ITOBP€/IUTh WM TIOJTHOCTBI0 YHUUTOXKUTh Bee (haiiyibl U [JaHHEIeE,
TIOZIKOHTPOJIbHBIE 110/1b30BaTe/I0, OT UMeHH KOTOporo Oblia 3amyllieHa 3apa’kéHHast IporpaMma, a
TaK>Ke MOBPe/IUTh WY JlaXKe YHUUTOXXUTh OTepaliMOHHYI0 CHUCTeMY €O BceMH daiiiamu B LjesioM. B
OOJIBLLIMHCTBE C/TyyaeB pPaclipoCTPaHsIOTCS BUPYCHI uepe3 UHTepHeT.

MeTogpl 3aUThL 0T BPEOOHOCHBIX KoMMbloT epHbI A BY pyc
npozpamm: » -

1.Mcnonb3yit cOBpeMeHHbIe
orepaljiOHHbIEe CHCTEMbI, UMEIOIIUe
CepbE3HbIN YPOBEHb 3allUTHI OT

&
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BPe/JOHOCHBIX TIPOTrPaMM; NEC . S
2.TToCTOSHHO yCTaHaB/IMBalA < " -
Rt @ onpocu
naTun(LUppOBBIe 3aM/IaTKU, KOTOPbIE ' LU B | podumenei —

onu noxozyml

ABTOMaTUUECKH YCTAHABIMBAKOTCS C
11eJTbI0 0pabOTKY MPOrpaMMbl) U
Jpyrve oOHOB/IEHUsT CBOeH
ornepalyroHHOM cucTeMbl. CKauvBau
HX TOJIKO C 0MIIMaTbHOTO caiiTa
pa3zpaborurka OC. Ecimm cymiecTByeT
PEXKUM aBTOMAaTHUeCKOTO
00OHOBJI€HHSI, BK/TFOUH €I'0;

3.PaboTaii Ha CBOeM KOMITbIOTEpe
T10/] TIpaBaMH T10/1b30BaTeJIs, a He
a/IMUHUCTpATOpa. DTO He MO3BOJIMT OO/IBbIIMHCTBY BPeAOHOCHBIX ITPOrPaMM MHCTA/ITMPOBATLCS Ha
TBOEM TepCOHATbHOM KOMITBIOTEDE;

4.Vicnionb3yii aHTUBUPYCHbBIE TIPOrPAMMHbIE TIPOYKThI M3BECTHBIX TIPOU3BOJUTEIEH, C
aBTOMaTHYeCKUM 0OHOB/IeHHeM 0a3;

5.0rpaHuub (hU3NUECKUI JOCTYIT K KOMIIBbIOTEPY /1JIsi TOCTOPOHHUX JIHII;

6.Vicnionb3yii BHELITHUe HOCUTEeU UHPOPMalLIUH, TaKue Kak duielka, AUCcK K daiin u3 VHTepHerta,
TOJIbKO W3 MTPOBEPEHHBIX HCTOUYHHUKOB;

7.He OTKpbIBaii KOMIBbIOTEPHBIE (aii/ibl, TOTyUYeHHbIE U3 HEHA/IE)KHBIX UCTOUYHHUKOB. Jaxe Te




(atinbl, KOTOpbIe MPHC/IaT TBOW 3HAKOMBIN. JIyullle yTOUHH Y HEro, OTTIPaBJIsiji Jid OH Tebe uX.
Cemu Wi-Fi

C nomorifpro Wi-Fi MO>KHO TIO/TyunTh GeCriyiaTHbIN UHTEPHET-J0CTYII B 00I1[eCTBEHHBIX MeCTaXx:
Kade, OTesIsIX, TOPrOBbIX LIEHTPaxXy a3pornopTax. Tak ke sIB/sieTCs] OTIMYHOU BO3MOXKHOCTBIO
BbIX0Zia B VIHTepHeT. HO MHOTHe 3KCITepPThl CUMTAIOT, UTO 001IegocTynHble Wi-Fi ceTn He
SIBJISTFOTCS O€30MacHBIMHU.

Cogembl no 6e3onacHocmu pabomsi 8 06ujedocmyntbix cemsx Wi-Fi

1.He nepeziaBaii cBOI0 MMUHYI0 WHMOpPMaI[Hio yepe3 obiiemocTyrHble Wi-Fi cetu. Paborasi B HUX,
JKe/iaTeJIbHO He BBOJUTH MapoJiv JOCTYIa, JIOTUHBI U KaKhe-TO HOMepa;

2.Vcnionb3yii 1 0OHOB/ISAN aHTUBUPYCHBIE TIPOrpaMMbl M 6paHMay3p. TeM caMbIM ThI
obe3ormacuriib cebst OT 3aKaYKW BUpPYyCa Ha TBOe YCTPOHCTRBO;

3.I1pu ucronb3oBanuu Wi-Fi oTkmoun GpyHKIMIO «O0ImumiA AoCTy K (aiiiaM ¥ IpUHTepaM».
[JanHasi pyHKIIMS 3aKpbiTa M0 yMO/TUaHHIO, OTHAKO HEKOTOPbIe TI0/Tb30BaTe/Id aKTUBUPYIOT €€ J1Jist
y00CTBa MCI0/Ib30BaHus B paboTe umu yuebe;

4.He ucrionb3y nybmmunbiii WI-FI 151 mepejaum TMUHBIX JJAHHBIX, HATIPUMED, /IS BBIXO/IA B
couyasbHble CeTU WU B 3JIEKTPOHHYIO TIOUTY;

5.Mcrionb3yit TosbKO 3aruirieHHoe coeauHeHue uepe3 HTTPS, a ne HTTPS, T1.e. npu Habope BeO-
aZipeca BBO/I UMeHHO «https://»;

6.B MobuisHOM Testedone oTkmtoun GyHKIMO «[loakmouenre K Wi-Fi aBTomatruecku». He
JIOTTyCKali aBTOMaTHUeCKOro MO/IK/II0UeHus1 yCTpoicTBa K cetsiMm Wi-Fi 6e3 TBoero coryacus.

CoyuanbHble cemu

CoyuanbHas cemsb -3mo catim, KOmopbiil
npedocmaessiem 603MOXCHOCMb /11005IM
ocyujecmensimb ooujeHue medxcady coboti 8
uHmepHeme. Yauje 8ce20 8 HUX 0/151 KAHCA020
Ue/108eKda ebldes151emcsl C80sl AUYHASI CMPAHUYKA,
Ha Komopoll OH yKa3sbléaeimn o cebe pazauyHyio
UH(popmayuio, HAUUHAsA OM UMeHU, (pamuauu u
3aKaHyueas AuYHbIMu ¢pomozpadusimu. MHoz2ue
nosb306amesu He NOHUMarm, Ymo uHgopmayus,
pasmewjeHHasi UMu 8 coyua/abHbIX Cemsix, Moxcem
Obimb HatioeHa U Ucno/1b308aHA KemM y200HO, 8 m'

mom uucsie Heo0s13amesibHO ¢ 0/1a2umu
‘

MYK "Cpetaxckvid KOK" 6uBnuotexa

v
Tasssnna®

HaMepeHusIMU.

OcHoeHble cogembl no 6e3onacHocmu 6 COUUA/IbHBIX cemsx.

1.0rpaHuyb CIIUCOK Zpy3eid. Y Tebsl B APY3bsX He [JO/DKHO OBbITh C/TyUalHbIX U HE3HAKOMBIX JIFOZIEH;
2.3auuinai CBO YacTHYIO »KU3Hb. He yka3biBaii raposiu, TenedoHbl, afipeca, JaTy TBOero
POXKAEHUS U APYTYIO JTMUHYI0 UH(POPMALUIO. 3/I0YMbIIIIEHHUKA MOTYT UCTI0/Ib30BaTh JlaXe
VHGOPMaLIMIO 0 TOM, KaK Thl U TBOM POJUTE/H TJIaHUPYeTe TIPOBECTH KaHUKYJIbI;

3.3amuinai CBOK peryTaryio -1ep)KU ee B UMCTOTe U 3a/jaBaii cebe BOMPOC: XOTesT ObI Thl, UTOOBI
JpyTHe 1o/ib30BaTev BU/Ie/H, UTO ThI 3arpyskaeliib? [Togymaii, ipeie yeM U4To-TO OMyO/IMKOBATH,
HamucaThb U 3arpy3uTh;

4.Ec/iv Tl TOBOPUILB C JIFO/IbMH, KOTOPBIX He 3Haelllb, He UCI0/b3Yi CBOe peasibHOe UM U PYTyI0
JIMYHYIO0 UHGOPMALIUU: UMSI, MECTO JKUTE/TbCTBA, MECTO YUeObl U MpoUee;

5./36eraii pa3Mmerrienust pororpaduii B IHTepHETe, T1e Thl H300paXkeH Ha MECTHOCTH, TI0 KOTOPOU



MOJKHO OTIpe/Ie/TUTh TBOE MeCTOIOJIOXKEHHE;

6.ITpu perucTparuu B COLMAIBHON CeTH He0OXOUMO UCIIOb30BaTh CJIOXKHBIE MAPOJIH, COCTOSIIHE
13 OyKB ¥ LI(p U C KOJIMUeCTBOM 3HAKOB He MeHee 8;

7.J1ns1 coraibHOM CeTH, TOUThI U IPYTUX CAaWTOB HEOOXOAMMO MUCIIO/Ih30BATh Pa3HbIe MapoJIH.
Torpa ecsiu Tebst B3/IOMAlOT, TO 3/I0YMBILLIJIEHHUKH TI0Ty4aT 0CTYI TOJBKO K OAHOMY MecCTy, a He
BO BCe Cpasy.

D/1eKmpoHHble 0eHb2U

ONeKTPOHHbBIE IEHbI'—3TO OUeHb yI00HBIN CIOCO0 MyIaTeXkel, 0[HAaKO CYI|eCTBYOT MOIIIEHHUKH,
KOTOpBbIe XOTAT MOJIyUUTh 3TU J€HbIU. JJIeKTPOHHbIE JeHbIM TTOSIBU/IMCh COBCEM HEZIaBHO U
VMMEHHO M3-3a 3TOr0 BO MHOT'MX T'OCYZapCTBax /i0 CHUX MOP He MPOIMCAHO PO HUX B 3aKOHax.B
Poccun ke oHU (DYHKLMOHUPYIOT U O HUX y)Ke MIPOMMCAHO B 3aKOHE, T/le UX pa3/e/sitoT Ha
HEeCKOJIbKO BU/IOB -aHOHUMHbIE U He aHOHUMHbIe. Pa3Hulja B TOM, UTO aHOHUMHBbIE -3TO Te, B
KOTODBIX pa3pelliaeTcs MPOBO/IUTE orepaiiuu 6e3 ujeHTU(GUKaLMK TI0/Ib30BaTesis, a B He
AHOHUMHBIX W/IEHTU(PUKALIUY TI0/Ib30BaTe IS SIB/ISIETCS 00s13aTe/TbHOM.

Takke cyiefiyeT pa3inuaTh 371€KTPOHHbIe (pUaTHbIe JieHbrY (paBHbI TOCY,APCTBEHHBIM Balt0TaM) U
3/IeKTPOHHbIE HepuaTHbIe /eHbI'M (He paBHbI TOCYapCTBEHHBIM BaJltOTaM).

OcHogHble cogembl no 6e30nacHoll pa6ome C 3/1IEKMPOHHbIMU OeHb2amu:
1.TIpuBsbku K cueTy MOOUIBbHBIN TeneoH. DTO camblii y00HBIN 1 OBICTPHIN C1I0COO BOCCTaHOBUTH
JocTyn K cueTy. [IpuBsi3aHHbIN TeneOH MTOMOXKET, ec/ii 3a0y/elb CBOM MJIaTeXXHbIN Maposb WK
3aii/lelllb Ha CalT C He3HAKOMOT'0 YCTPOUCTBa;

2.Ucronb3yit ogHOpa3oBble maposu. [Tocsie nepexo/ja Ha yCUIEHHYIO aBTOpU3aliuio Tebe yxke He
OyzeT yrpokaTb OMacCHOCTb KPaKU WJIM MepexBara I/1aTe>KHOTO 1apoJis;

3.Bribepu c10kHbIH Mapoib. [IpecTyrnHrkam OyZieT He IPOCTO yrafaTh CJIOXKHBIM MapoJib.
Hape>kHbie 1aposii —3To 1aposiv, KOTOpbIe CofiepykaT He MeHee 8 3HaKOB U BK/TFOUAIOT B Ce0st
CTPOYHBIE U MPONUCHbIE OYKBBI, LIU(PbI U HECKOJIBKO CUMBOJIOB, TaKHe Kak 3HaK Jio/1apa, GyHTa,
BOCKJIMLIATe/IbHBIN 3HAK U T.1. Hanpumep, StROng!;;

4.He BBO/IV CBOM JTUYHBIE laHHbIE Ha CaiiTax, KOTOPbIM He /J0Bepsielllb.

J/1eKMpPOHHAs1 nouma

DJIeKTPOHHAsI TI0UTa—A3TO TEXHOJIOTHS U TIPeIOCTaB/IsieMble €10 YC/IYTH T10 TlepechbuiKe 1
TIOJTYYE€HHIO 3JIEKTPOHHBIX COOOIIIEHU, KOTOPBIE PACIIPE/IE/ISIOTCS B KOMITbIOTEPHOH ceTh. OOBIYHO
3JIEKTPOHHBIN ITOUTOBBIH SIIUK BBITJIAAUT CIeAYIOIIMM 00pa3oM:
UMsI_TI0/Tb30BaTe/Is(@uMs_sioMeHa. Tak>ke KpoMe repeJjaud poCTOro TEKCTa, UMeeTCsI
BO3MOXXHOCTh Tiepe/jaBaTh (aiiibl.
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OcHogHble cogembl No 6e30NacHoll pabome ¢ 3/71eKIMPOHHOLI NOYUMOU:

1.Hago BeIOpaTh MpaBUIbHBIN MTOUTOBLINM cepBUC. B MIHTepHeTe eCcTh OrpOMHBI BEIOOD
OecryIaTHBIX TTOYTOBBIX CEPBUCOB, OJHAKO JIyUIlle JOBEPSITh TeM, KOTO 3Haelllb ¥ KTO TIepBbIi B
penTHHrE;

2.He yka3bIBaii B IMUHOM 10UTe TMUYHYIO WH(popMaLuio. Harpumep, syuiiie BEIOpaTh
«MYy3bIKa/IbHbIY_(haHaT@» unu «pok2013» BmecTo «TeMal3»;

3.Mcnionb3yl ABYX3TalHy0 aBTOpY3aLvio0. OTO KOrJja IOMHUMO MapoJisi Hy>KHO BBOJWUTH KOZ,
rpuchbliaeMblii I0 SMS;

4.Bb1bepu CIIOXKHBIH Maposib. JI/1s1 KaXK0ro TOYTOBOTO SIIIUKA JJ0/DKEH ObITh CBOW Ha/leXKHBIH,
YCTOWUMBBIN K B3/IOMY T1apOJib;

5.Ecy ecTb BO3MOKHOCTB HanvcaTb CaMOMY CBOM JIMUHBIA BOIIPOC, UCITO/Ib3YH 3TY BO3MOXKHOCTB;
6./cronb3yii HECKOJ/IBKO TTOUTOBBIX SIIIMKOB. [1epBbii /1711 YaCTHOM MepenucKy C aJjpecataMu,
KOTODBIM ThI JJ0Bepsiellib. DTO 3/1eKTPOHHBIN aZipec He HaJ|0 MCIO/b30BaTh MPU PerucTpaLyuu Ha
dbopymMax u caiTax;

7.He oTkpbIBaii (haiiibl U Apyrue BAOXKEHUs B TMCbMax Jjake eC/Id OHU MPUILLIIA OT TBOUX Jpy3eil.
Jlyuille yTOUHM y HUX, OTIIPABJISIA U OHU Tebe 3T (aiisbi;

8.ITocne okoHYaHUsT PabOTHI HA TOUTOBOM CEPBHCE Tepe/ 3aKPhITUEM BK/IAJIKU C CaliTOM He 3a0y/1b
Ha)kaTb Ha «BBIATH».

Kubepoyaauue uau
eupmyaszibHoe

u3deeames/1bCIMeo
KubepOynmmHr—
ripecjie/joBaHNe COOOIIeHUSIMH,
cofiep>KalMu 0CKopOieHus,
arpeccuio, 3amyruBaHue;
XY/IUTaHCTBO; COIHATbHOE
OOMKOTHPOBaHHUE C TIOMOII[LIO
Pa3/INYHbIX UHTEPHET-
CEepBHCOB.

OcHog@Hble cogembl NO
oopboe ¢

KubGepOy11uH2oM:
1.Heb6pocaticst B 60#. JIyuiliii crioco6: MoCOBETOBAThCs Kak Ce0si BECTH M, €C/TH HET TOT0, K KOMY
MO>KHO O6paTI/ITI:CH, TO BHa4adJ/ie YCIIOKOUTBLCA. Ecnu Thl HauHeIllb OTBeYaTh OCKOp6J'IEHI/IHMI/I Ha




0CKOpOJIeHUsI, TO TOJIBKO elije O0/bille pa30oKelllb KOHM/IUKT;

2.Y1ipaBssiii cBoeit kubeppenyTaiyei;

3.AHOHUMHOCTE B ceTH MHUMasi. CyIlleCTBYIOT CTIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4.He cTouT BeCTH Xy/UraHCKUM 006pa3 BUPTYyanbHOM KU3HU. VIHTepHeT (pUKCHpYyeT BCe TBOU
JeiCTBYSI M COXPaHsIeT UX. Y AaauTh Ux OyzeT KpaiiHe 3aTPyJHUTE/HHO;

5.Benu cebst BEXK/THBO;

6.1 rHopupyii earHUUHBIN HeratiB. OHOPa30BbIe OCKOPOUTEbHBIE COOOILeHHS JTyUllie
urHoprpoBaTh. OOBIYHO arpeccus rpekpalaeTcsi Ha HauaJabHOM CTa/ivy;

7.BaH arpeccopa. B mporpammax o6MeHa MrHOBEHHBIMU COOOITIEHHSIMH, B COLUA/IbHBIX CETSX €CTh
BO3MOJKHOCTh OJIOKMPOBKU OTITPABKH COODILIEHUM C OTpe/ie/ieHHbIX aZipecoB;

8.Ecimu b1 cBUzeTeNs KNbOepOyimHra. TBou AeHCTBYS: BBICTYIIUTE POTHB TIPec/ie/ioBaTeis,
MoKasaTb €My, UTO ero JelCTBUs OLIeHUBAOTCSl HEraTUBHO, MO/I/lePyKaTh )KePTBY, KOTOPOW HY>KHa
TICUXOJIOTUYeCKasi IOMOIL[b, COOOIINUTE B3POC/IBIM O (haKTe arpeCCUBHOTO TOBeZIEHUs B CETH.

Moo6ubHbIll menegpou

CoBpemeHHbIe cMapTGhOHBI U TUIAHIIIETHI COZiepKaT B cebe BIOJTHE B3POC/bIA (DYHKI[MOHA, U
Terepb OHU MOT'YT KOHKYPHUPOBAaTh CO CTal[MOHAPHBIMU KOMITbIoTepamMu. OJHaKO, CPe/ICTB 3all[UThl
JU1st TI0/JOOHBIX YCTPOMCTB MOKa 0YeHb Masio. TecThpoBaHue U TIOMCK yS3BUMOCTel B HUX
TIPOMCXO/TUT He TaK MHTEHCUBHO, Kak [iyist [TK, To >ke caMoe KacaeTcst U MOOW/IbHBIX TTPUIOXKEHHH.
CoBpeMeHHbIe MOOU/TbHBIE Opay3ephl ke MpaKTUUeCKH JOTHAIU HaCTOJ/IbHbIe aHAJIOTH, O/[HAKO
pacmmpenye GyHKI[FOHAsIa BjieyeT 3a C000¥ OO0/IBbIIYI0 C/I0KHOCTh ¥ MEHBILYIO 3allIAIIeHHOCTb.

Llaneko He BCe MPOU3BOJUTENN
BBLIITYCKAIOT 0OHOBJ/IEHMS], MAMATKA NOBEOEHWUA B CETU UHTEPHET
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YSI3BUMOCTH [I/151 CBOUX YCTPOMCTB.

OcHogHble cogembl 07151 6e3o0nacHocmMu Moou/1bHO20 mesedoHa:

1.Byap ocTopoXKeH, Be/ib KOr/Jja Tebe Tipe/jiaratoT 6ecrijiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITI
KaKue-TO MJIaTHbIe YCIyTH;

2. Tymaii, mpeskzie uemM OTIIpaBUTh SMS, dhoTo rmm Bugeo. Thl TOUHO 3Haelllb, T/le OHU OyJyT B
KOHEYHOM uTore?

3.Heo6x01iMO 0OHOB/ISITH OITEPAIJMOHHYIO CUCTEMY TBOero cMapT(doHa;

4.Vicnonb3yi aHTUBUPYCHBIE TIPOTPAMMBI /1711 MOOMJTbHBIX Teie)OHOB;

5.He 3arpy»kaii Ipuio)KeHHsl OT HEM3BECTHOTO UCTOYHUKA, Be/Ib OHU MOT'YT COZepKaTh
BPE/JOHOCHOE MPOrpaMMHOe 00ecIieueHue;

6.ITocse TOro Kak Thl BhIM/IEIlIb C CaliTa, T/le BBOAW/I TMUHYIO HH(POPMALIWIO, 3ali/ii B HACTPOUKU
Opay3epa u yganu cookies;
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7. IlepyouuecKy IpOBepsiii Kakue IyIaTHbIe YCIYTY aKTHBHPOBaHblI Ha TBOEM HOMEDE;
8./1aBaii cBol HOMEp MOOMILHOTO TesiehOHA TOJBKO JIFO/ISIM, KOTOPBIX ThI 3HAEITh U KOMY
Jl0Bepsielllb;

9.Bluetooth momkeH OBITH BBIK/TFOUEH, KOT/Ia Thl UM He MOJb3yelibcs. He 3a0biBali MHOTjA
TIPOBEPSTH 3TO.

Online uzpbi

CoBpeMeHHbIe OHJ/IalfH-UTPbl — 3TO KPACOUHbIe, 3aXBaThIBAOLL{1e pa3B/ieueHUs],
00beJUHSIOIIe COTHU ThICSY YesIoBeK 110 BceMy MUPY. VITPOKU UCCIeyt0T JaHHBIM UM MUP,
001[ArOTCs IPYT C APYTOM, BHITIOJIHSIFOT 3a[jaHus], CPKAIOTCSI C MOHCTPAaMH Y TIO/Ty4YaroT OTIBIT. 3a
yJIOBOJIbCTBH@ OHU TI/IATST: TIOKYTIAOT JUCK, OTUIAYMBal0T abOHEMEHT WK IMPUOOpeTaroT KaKre-To
OTIL[UMU.

Bce 3T cpezicTBa UyT Ha MOA/epyKaHKe U pa3BUTHe UIPhI, a TaK)Ke Ha camy 6e30MacHOCTb:
COBEpILLIEHCTBYHOTCS CUCTEMbI aBTOPU3aL{1H, BbIITYCKAIOTCsI HOBbIe MaTuM (LU(pOBbIe 3ar/IaTKHU /151
TIPOTpaMM), 3aKPLIBAOTCS YSI3BUMOCTH CEPBEPOB.

B no00HBIX UTPax CTOUT OMAacaThCsi He CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO KPayKH
TBOEr0 T1apoJisi, HA KOTOPOM OCHOBaHa CHMCTeMa aBTOPU3aliuy OOBIIMHCTBA UTD.

OCHOBHBIe COBETHI 110 He30MacCHOCTH TBOETO UTPOBOTO aKKayHTa:

Ecmm apyroit urpok BezieT cebst M10X0 WM CO3/jaeT Tebe HeMPUSATHOCTH, 3a0JIOKHUPYH ero B
CTHCKe UTPOKOB;

[Moykanyiics aAMUHUCTPATOPAM UTPhI Ha TJI0X0e MOBe/IeHHe 3TOr0 UTPOKaA, YKesaTeIbHO
MIPUJIOXKUTDH KaKKe-TO JI0Ka3aTe/bCTBa B BUJJe CKPUHOB;

He yka3biBaii inuHyr0 WH(OpPMALIMIO B TIpodaiisie Urpbl;

YBakall Jpyrux y4yaCTHUKOB I10 UTPe;

He ycranaBnuBaii HeodulMa/ibHbIe TTaTYU U MOJbI;

Vicnonb3y#i c/10’KHBIE U pa3Hble NapoJiy;

[a>ke BO BpeMsi UTPhI HE CTOUT OTKJIFOUYATh aHTUBUPYC. [ToKa ThI UTrpaellib, TBOM KOMITBIOTED
MOT'YT 3apa3UTh.

duwiuHez uau Kpaxca AUYHbIX OQHHbIX

I'naBHas 1enb ¢pummHr-euaa HTEpHeT-
MOILIEHHUYeCTBa, COCTOUT B MOTYYeHUU
KOH(UAeHIMa/IbHBIX JaHHBIX M0J/Ib30BaTe/leid —
JIOTUHOB U naposiedd. Ha anrmuiickom s3bike phishing
uynTaercs Kak ¢ummHr (o1 fishing —pri6Hast /0B,

password —TapoJib).

OcHogHble cogembl No 60pboe ¢ puwuHzoM:

1.Cnepy 3a cBoMM akkayHTOM. Eciu Tl 11ozj03peBaeliib, UTO TBOSI aHKeTa Oblia B3/10MaHa, TO
HeoOXorMO 3a0/I0KMPOBATh ee ¥ COOOIIUTL a[MUHHCTPATOpaM pecypca 00 3TOM Kak MOYKHO
CKOpee;

2.Vcnonb3yii 6e3omacHble BeO-CaliThl, B TOM UKCJ/Ie, UHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;
3.Ucronb3yii c/i0KHbIe U pa3Hble aposu. Takum obpasom, eciiu Tebst B3/10Mar0T, TO
3/I0yMBIIJIEHHUKY T10/Ty4aT 0CTYII TOJIBKO K OIHOMY TBOeMY MPOGUIIIO B CETH, a He KO BCeM;
4.Ecmu Tebs B3noManu, To Heo6X0JUMO TpeAyrpeiuTh BCeX CBOMX 3HAKOMbIX, KOTOPbIE
nobaBseHsl y TeOst B IPY3bsiX, O TOM, UTO TeOsi B3/I0Ma/ii U, BO3MOKHO, OT TBOET0 UMeHH Oyzer
pacchbuIaThCsl CraM U CCbUIKM Ha (DUILIMHIOBbIe CalThI;

5.YcraHoBu HafexkHbIN maposib (PIN) Ha MoOUbHEBIN TenedoH;
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6.0TK/IIOUN COXpaHeHHe aposist B Opay3epe;
7.He oTKpbIBail (aiisibl U Apyrye BAOXKeHUS B MUChbMaX JlayKe eC/Id OHU TPUILLTH OT TBOUX JIpY3eil.
Jlyuille yTOYHM Y HUX, OTIIPABJIS/IA JTK OHU Tebe 3TH (ailsibl.

Hudpposas penymayus
Lludpoas pernyTaiys - 3T0 HeraTUBHasI WA TIO3UTHBHAsI MH(OpMaL[usi B CeTH 0 Tebe.
Komripometupytoirias uHGpoOpMariyst pa3MelijeHHasi B MTHTePHeTe MOKeT Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeM peasibHOM »U3HU. «LludpoBasi penyTalysi» - 3T0 TBOM UMUK, KOTOPBIU
dbopmupyetcst u3 uH(oOpMaIuK o Tebe B UHTEPHETe.

TBOe MecTo >KUTe/bCTBa, yuebbl, TBOe (PMHAHCOBOE TI0JI0XKeHre, 0COOEHHOCTH XapakTepa U
pacckasbl 0 6/IM3KKX — BCe 3TO HAKAIlJIMBAETCS B CETH.

MHorue ToJJpOCTKH JIErKOMBIC/IEHHO OTHOCATCS K MyO/TUKAIUK TMUHOW UH(OPMAI[UH B
VHTepHeTe, He TIOHKMAasi BO3MOYKHBIX MOC/IeICTBUMN. Th IaXkKe He CMOXKEIIIb I0Ta/IaThCsl O TOM, UTO
dororpadus, pa3merrieHHasi 5 JIeT Ha3a/], CTajia IPUYMHOM OTKa3a MPUHSTH Tebs Ha pabory.

KomMmmMeHTapuu, pa3mMelijeHre TBoUX ¢oTorpaduii U Apyrue JelCTBUSI MOTYT He UCUe3HYThb
Jlaxke TI0CJIe TOTO, KaK Thl UX y/ja/luilib. Thl He 3Haelllb, KTO COXpaHU/I 3Ty HGOpMallyto, Torasa Jid
OHa B MIOMCKOBbIE CHCTeMbI U COXPAHUJIACh JIM OHA, a TJIaBHOe: UTO TI0yMaroT 0 Tebe OKpyyKarolee
JIFO/IA, KOTOPbIe HAUAYT U YBUAAT 3T0. HaliT nH(MOpMAaI|Io MHOTO JIET CITYCTSI CMOKET JIF000H —
Kak 13 J00pbIX MOOYKJeHUM, TaK U C HAMePeHHeM IMPUUKUHUTD Bpel. OTO MOXKeT ObITh KTO YTO/IHO.

OCHOBHbIE COBeTHI M0 3alyTe LU(POBOIl pernyTaLyu:

1. Tlomymaii, rpexk/ie ueM UTO-TO MyO/TMKOBATh U Iepe/iaBaTh y cebsi B 6J10re WM B
COIL[MAJIbHOU CeTH;

2. B HacTtpoiikax npodusist yCTaHOBU OrpaHUYeHMs1 Ha IPOCMOTP TBOero MnpoduJisi U ero
COZIep>KUMOT0, C/ie/Iakl eT0 TOMBKO «/Jisl APY3eii»;

3. He pa3mernaii u He yka3biBail HH(pOpPMAIIHIO, KOTOPasi MOKET KOTO-THO0 OCKOPOJIATH UK
0o0MXKaThb.

Aemopckoe npago

CoBpeMeHHbIe IKOJIbHUKH— aKTUBHbIE 110/1b30BaTe/y LU(poBoro npocrpaHcTBa. OfHaKo
JlajieKo He BCe 3HAIOT, YTO TM0/Ib30BaHKe MHOTUMH BO3MOXKHOCTSIMU LiihpoBOro Mupa Tpedyet
cobiro/1eHNs TIpaB Ha UHTEJJIeKTYalbHYI0 COOCTBEHHOCTb.

TepMUH «MHTeIEKTyabHas COOCTBEHHOCTB» OTHOCHUTCS K Pa3/InYHBIM TBOPEHUSIM
YyesI0BeUeCKOro yMa, HauMHasi C HOBBIX U300peTeHUi 1 3HaKOB, 0003HaYaroL[MX COOCTBEHHOCTb Ha
MIPOZIYKThI M YC/IYTH, U 3aKaHYMBasi KHUramH, ¢otorpadusMu, KUHOGHUIbMaMH U My3bIKalbHbIMU
MpPOK3Be/IeHUSIMU.

ABTOpCKUe paBa — 3TO MpaBa Ha MHTEJIEKTyalbHYI0 COOCTBEHHOCTh Ha TIPOM3BeIeHUSs
HayKH, IMTepaTypbl U UCKyCCTBa. ABTOPCKHe MpaBa BbICTYNAKT B KaueCTBe rapaHTUX TOTO, UTO
VHTeJJIeKTYa IbHbIM/TBOPUECKH TPy, aBTOPA He OyZeT HarpacHbIM, /1aCT eMy CIIPaBe/JIBbIe
BO3MO)KHOCTH 3apaboTaTh Ha pe3y/bTaTax CBOEro Tpy/a, MOMyUUTb U3BECTHOCTh U TIPU3HAHKE.
HukTo 6Ge3 pasperiieHusi aBTopa He MOXKeT BOCIIPOM3BO/IUTh €T0 MPOU3Be/leHN e, PacIipOCTPAHSTh,
ny6JIMUHO IeMOHCTPUPOBaTh, IPO/jaBaTh, UMIIOPTUPOBATh, MyCKaTh B MPOKAT, My6/IMUHO
VICTIO/THATD, MI0Ka3bIBaTh/UCIIONHATH B 3¢Mpe Uiu pa3MellaTh B VIHTepHeTe.

Vcrionb30BaHue «IIMPaTCKOro» MPOrpaMMHOT0 00ecriedeHusi MOXKeT TIPUBeCTH K MHOTHUM
PUCKaM: OT TIOTePU JAHHBIX K TBOMM aKKayHTaM ZI0 6/IOKUPOBKHM TBOETO YCTPOWCTBA, I'/ie
yCTaHOBJIEHHBIH He JierajibHasi porpamma. He CTOUT Tak)ke 3a0bIBaTh, UTO CYII[€CTBYET JierabHbIe
1 BecruiaTHbIE POrPaMMbl, KOTOPbIe MOYKHO HAUTH B CETH.
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MpaBsuna 6eaonacHocTh B NHTepHeTe
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E % Brerga cnpawweaid pogurensi o

ELY A HENOHATHEX BELAY,

. LT ROTape Thl BCTPEYARWL B MHTEpHETE,
DK PACCEANYT TEGE,

UTO ROEHD AT, A HTO I,

HWETAS HE PACCRATHIBAR O
cele HEIHAROMEIM NEEAN 0
WHTEQHETE: THE Thl MHBELWE W
yuMLibe, g CO0BIYAR cBOM
HOMER TEMEHOHA. HE resopn

HAKOMY, 42 paboTamnn 180w

POAMTENR W HOMETa WX
TENEEHDE,

HrxorAa He 0182wl HA CooGWEHUA
OT HEIHARDMUES B FINTEpHETE 1
HE DTNPAEARA W8 CME,

ECAW HEZHARGMEIN YENOBEE MPEQAATaET

BCTPETHTLCA MW NWWET Tebe
OEROPENTEALHEIE COOBULEHIN — CRAazy
CEQHH O 3T0M poauTenam!

ECnM Tk perncTpMpyeLb
Wil CiTE, I CORANLHONE CETH BNA
B ANEKTROHHDR nouTe,
npsayran chossai napans,

COCTOAWRE W3 umeha,

Echu B HHTEpHETE Tl pewEn
CEAYATE HAPTHHEY, i
WPy WM Menogiio, & Tebn npocer f
DTNRABWATE MG — HE genad atorol ]
Thi MOmELL BOTEIATE
ARHLIK, KOTOPLIE MOF G
MOTPETHTE HA NTO-TO GEYIoe,
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